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Purpose

Staff members are expected to maintain a high degree of professionalism in all 
communications. Given the potentially broad reach of electronic communications, staff 
members must be particularly cognizant of the need for professionalism in regard to their 
electronic communications.

Employees should not defame colleagues, the school district, its students, or stakeholders 
in electronic communications or in social media. Employees should not foster 
nonprofessional relationships with students and should use the greatest wisdom and 
professionalism when fostering relationships among adult stakeholders. Employees should 
use their time on district devices and networks legally, productively, and for work purposes.

A very broad range of Web-based/Internet tools is available for use in the classroom. Staff 
members must make the district aware of the Web-based/Internet tools they wish to use 
with their students using a district-provided online registry. Staff members must also 
provide a means for the district to monitor, and if necessary, edit any materials used with 
students. 



Definitions

Discriminatory or harassing comments - comments or imagery that attack or mock an 
individual due to his/her real or perceived race, color, national origin/ethnicity, gender, age, 
disability, sexual orientation or religion, or which otherwise constitute bullying.

Web tools - a web-based tool which involves some type of communication with student 
and/or parents/guardians.

Limited public forum - a government-operated location where the public may comment 
and post online, subject to viewpoint-neutral guidelines.

Nonpublic forum - a government-operated location where the public may not comment or 
post online; free expression by the public is restricted regardless of message or viewpoint.

Social media - forms of electronic communication, such as Internet applications and 
websites for social networking and microblogging, through which users create online 
communities to share information, ideas, personal messages, and other content, such as 
videos. Current social media platform examples include Facebook, Twitter, Instagram, and 
Snapchat.

If any social media post is published using school district technology resources, including 
computing devices, mobile devices, and networks, the district's acceptable use policy 
applies and is hereby incorporated by reference.[1]

School-sponsored social media account - a social media account, regardless of 
platform, that is operated by or on behalf of a school district employee or School Board 
member, or their designee in his/her professional capacity, or on behalf of a school-
sponsored organization or group, and that is designed to further the educational mission of 
the school district by communicating with members of the school district community and 
the general public.  

Individual professional social media account - a social media account, regardless of 
platform, that is operated by or on behalf of a school district employee in his/her 
professional capacity that is designed to further the educational mission of the school 
district by communicating with members of the school district community and the general 
public.

School-related organizations and group social media account(school-related 
account) - a social media account, regardless of platform, that is operated by or on behalf 
of a volunteer, student, parent/guardian, alumnus, or other members of the public on 
behalf of a school-related organization or group, including but not limited to the Parent-
Teacher Association, a booster organization, etc. School-related social media accounts 
are operated by volunteers as outlined above and not operated by school district employees 
or School Board members as a part of their primary employed function. 

Personal social media account(non-school account) - a social media account, 
regardless of platform, that is operated by a school district employee or School Board 
member for his/her personal use, including personal professional development. A personal 
social media account is not regularly used to promote or communicate about school 
district events or activities, or the activities of students.

Delegation of Responsibility



The Superintendent shall develop procedures to implement this policy and may delegate to 
his/her designee(s) the right to enforce this policy.

Guidelines

Staff are to use a district-provided means of communication (district email, district phone, 
district-provided app) when contacting students or parents/guardians. However, emergency 
circumstances may arise that require a staff member to communicate via a non-district 
provided method of communication. In such an instance, it is the responsibility of the staff 
member to report such situations to their supervisor at the first opportunity.

Examples of electronic communications which are prohibited for staff members to engage 
in include, but are not limited to:

1. Sending communications to students that are not related to the overall mission of the 
district.

2. Having two-way electronic communications with parents/guardians or students in 
your professional capacity that is done through a source other than a district-provided 
email account or via a district-issued phone. (An exception will be made when a staff 
member needs to use a translation app or web-based program to communicate in a 
language other than English.)

3. Providing a staff member's personal cell phone number to students.

4. Placing a phone call to a student's personal cell phone.

5. Sending messages to students that are not through an approved, registered district 
application.

6. Emailing students from a staff member's personal email account.

7. Providing students with a staff member's personal email (non-district provided) 
account/address.

8. "Friending" or otherwise adding students to their circle of contacts on an online social 
networking site.

9. Publicly displaying or posting online material that would be disruptive to the 
educational process, including, but not limited to provocative statements, provocative 
photographs, and/or other public or online activities that would jeopardize the 
professional nature of the staff-student relationship.

10. Using any district device or network to send or attempt to send a communication 
anonymously or in any manner so as to disguise the identity of the actual sender.

11. Representing personal opinions as those of the district.

12. Using any district device or network to upload, download or otherwise transmit 
commercial software or any copyrighted materials belonging to parties outside of the 
district, or the district itself.



13. Revealing or publicizing confidential or proprietary information.

14. Disclosing personally identifiable information related to a student, except in strict 
accordance with Board policy and the Family Educational Rights and Privacy Act and 
the regulations promulgated thereunder.[2][3]

15. Using any district device or network to participate in or facilitate chat rooms unless 
used for a clear educational purpose and otherwise consistent with law and Board 
policy.

16. Using any district device or network to download files, games, music or video, unless 
for a clear educational purpose, and always in accordance with copyright and fair use 
guidelines.

17. Sharing passwords to district-operated systems with or allowing passwords to district-
operated systems to be used by anyone else.

Web Tools

Web-based tools (e.g., sites that offer the ability to post information) have specific 
limitations for use by teachers when used with their students. The Superintendent or 
his/her designee may approve for district-wide use or prohibit from district-wide use 
specific Web-based Internet tools.

All Web-based tools to be used by staff members in a professional capacity to engage in 
one-way communications with parents/guardians and/or students must provide school 
district administrators with accessibility to monitor and, if necessary, edit any shared 
materials.

Any Web-based tool used with students must have a clear educational purpose.

School-Sponsored Social Media Accounts and Individual Professional Social Media Accounts

School-sponsored social media accounts and individual professional social media accounts 
must remain professional and consistent with the educational mission of the school district 
at all times. The operators of the accounts are responsible for the content on the social 
media accounts that they or their designee manage(s). Twitter and Instagram are the only 
acceptable social media platforms for school-sponsored and individual professional social 
media accounts. Accounts on these platforms must be tied to an email address issued by 
the Lower Moreland Township School District.

Account Ownership

School-sponsored social media accounts are owned by the school district and operated by 
school district employees or Board members on behalf of the school district. The Director of 
Human Resources and Public Relations or his/her designee shall maintain a list of all 
school-sponsored social media accounts, along with a list of credentials to access the 
accounts. It is the responsibility of the individual who creates the school-sponsored social 
media account to report the account's credentials to the Director of Human Resources and 
Public Relations or his/her designee.

Individual professional social media accounts are owned by the administrators or teachers 
who created them and in whose name they operate. Such accounts must be registered with 
the district.



Photos, Videos, & Live Streams of Students

School-sponsored social media account operators may post photographs, videos, and live 
streams of students engaged in the educational process or at school-related events unless 
the student's parents/guardians have opted the student out of FERPA's directory 
information sharing or if parents/guardians have declined consent for the district's 
education activities media release form. The operators of school-sponsored social media 
accounts are responsible for complying with this provision.

Public Comments

All school-sponsored social media accounts shall operate as a limited public forum, where 
the public may comment publicly on the posts, subject to certain guidelines.

Operating as a limited public forum, school-sponsored social media accounts shall include a 
prominent link to the following comment guidelines:

1. Comments must be related to the original school district post.

2. No personal attacks.

3. No lewd, vulgar, or obscene posts.

4. No discriminatory or harassing comments.

5. No posts promoting violence or illegal conduct.

Individual comments or posts that violate the above guidelines may be deleted (if possible 
given the social media platform) without further notice. Posts may not be deleted simply 
because they are critical of the school district, or because they promote an unpopular 
opinion if the post otherwise complies with the above guidelines.

Tagging

School-sponsored social media account operators may tag the social media accounts of 
educational applications, products, and services, so long as the district and its employees 
do not receive financial or other tangible compensation for the tag.

School-sponsored social media account operators shall be permitted to tag individual 
students using their social media usernames or handles, given that the student is thirteen 
(13) years of age or older, and the student's parents/guardians have allowed for media 
release and FERPA's directory information sharing.

One-to-one communication with a student shall be limited to approved methods of 
communication as provided by the district and outlined in Policy 824.[4]

Accessibility

All content posted to school-sponsored social media accounts shall be accessible to 
individuals with disabilities.



The Director of Technology or his/her designee shall implement best practices using 
available technology to facilitate access to school-sponsored social-media content whenever 
practicable.

Copyright

The copyright for all content posted by school-sponsored social media accounts must either 
be owned by the school district, licensed by the copyright owner or not subject to copyright 
protection. The operator of a school-sponsored social media account is responsible for 
ensuring compliance with this provision.

Reposts

School-sponsored social media accounts may highlight social media posts by others by 
reposting their messages, so long as the content is furthering the educational mission of 
the school district.

School-Related Social Media Accounts

School-related social media accounts are not operated or controlled by the school district. 
These accounts are privately created, operated, or maintained, and are not actively 
monitored by the district.

School-related social media accounts may not use the school district's logos unless given 
express written permission by the Superintendent or his/her designee.

The school district encourages the operators of all school-related social media accounts to 
be good-faith ambassadors of the school district and to operate these social media 
accounts in a manner that represents the school district in a positive light.

Personal Social Media Accounts

School district employees may not use personal social media accounts to communicate (via 
direct message or private chat) with students concerning any school district business. One-
to-one communication with a student concerning any school district business shall be 
limited to the electronic resources provided by the district such as e-mail or classroom 
management applications.

School district employees and Board members shall not post personally identifiable and 
otherwise confidential information from educational records on their personal social media 
accounts. Personally identifiable information includes information that could indirectly 
identify a student through linkages with other information.

School district employees are strongly encouraged to utilize privacy settings on personal 
social media accounts to ensure that a professional boundary is maintained between the 
employee and students and parents/guardians.

The school district does not actively monitor social media accounts. Nonetheless, should 
the school district administration or the Board's attention be brought to an employee's 
personal social media post that demonstrates insubordination, immorality, cruelty, unlawful 
discrimination, other unlawful act(s), or that impedes the efficient and effective operation 
of the school district, the employee may be subject to disciplinary action.[5]



Third Party Social Media Accounts

Third party social media accounts are not operated or controlled by the school district. 
These accounts are privately created and maintained, and are not actively monitored by 
the district.  

Third party social media accounts may not use the school district's logo unless given 
express written permission by the Superintendent or his/her designee.

The school district encourages the operators of all third party social media accounts to be 
good-faith ambassadors of the school districts, and to operate these private social media 
accounts in a manner that represents the school district in a positive light.

Consequences for Violation of This Policy

Employees who violate this policy may be subject to disciplinary action, up to and including 
dismissal.[5]


